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The importance of the Internet in the evolution of human systems and societies continues to 
grow. The Internet began as a common publishing and communications platform. The 
emergence of social media placed the Internet at the centre of social life for all generations 
from the millennials onwards. Now the Internet of Things or Internet of Everything is connecting 
multiple objects and systems and transforming cyber security from a data and financial 
assurance issue to a health and safety challenge affecting many strands of modern life, 
perhaps soon including autonomous vehicles and aircraft.   
  
The relentless move of commerce online and the cyber crime that follows it is moving cyber 
security to the heart of economic well-being.  Cyber warfare makes cyber security a vital 
component in modern deterrence and power relations between states. The convergence of 
machine learning – AI for short – and cyber attack and defence risks becoming a new 
singularity of power for states.  It doesn’t matter what advanced weapons or vehicles you have 
if someone can flick the off switch from a distance. AI in defence will surely mean AI in attack 
and vice versa. The cyber malfeasance we have seen to date may have been a polite dress 
rehearsal. Now for both states and criminals the stakes may quickly get much bigger. 
  
Like many a human project before it, the Internet began as a dream of a better way of 
connecting us with each other. It is open and free by design. But we bring to its new 
possibilities all our historic baggage, both the good and the bad. The addition of machine 
learning will enable this eternal struggle between our better and worse selves to play out at 
ever greater speed. One thing for sure is that going back is a fantasy. Our economies are far 
too dependent on the new forms of exchange. Our identities and social lives are now too 
entwined with online expression. And for governments the efficiencies and powers are also too 
enticing. Our challenge is to find ways to make the Internet safer without destroying its vitality 
and inclusivity. 
  
This conference organised by the Ditchley Foundation and chaired by Vint Cerf, one of the 
fathers of the Internet, will look at our collective responsibilities and possibilities, bringing 
together leaders from government, the technology sector, commerce and civil society. It will be 
focused on practical outcomes and building relationships across divides to enable deeper 
discussion, rather than declarations of principles. We will attempt to avoid current dead-ends, 
like encryption, and focus instead on how we can increase the circulation of actionable 
information on cyber security; and reduce the circulation of child pornography and violent 
Jihadist propaganda. The circulation metaphor is deliberate. How can we develop a systemic 
and societal approach that stretches from:  
  

 Governments and their responsibilities for regulation and policing? 

 Companies and their responsibilities in using, publishing, hosting, conveying and 
routing communications and content? 

 Individual citizens and their responsibilities for self-education, sharing knowledge and 
reporting breaches to service providers and arms of government? 


